
 

 
 

 

 

 

THE TELECOM SECTOR’S 

CONTRIBUTION TO 

EUROPE’S SECURITY AND 

RESILIENCE  

 

COMMISSIONED BY CONNECT EUROPE 

OCTOBER 2025 



  

1 
 

 

 

ABOUT COPENHAGEN ECONOMICS  

Copenhagen Economics is an expert-driven consulting company built on a deep knowledge 

of applied economics, and one of the leading economics firms in Europe.  

  

We believe sound economic analysis can equip decision makers with hard facts and clear sto-

ries to make better choices for the benefit of society. We are committed to delivering compel-

ling and pragmatic economics solutions with a creative and candid approach.  

 

A brief note on consultancy research  

As is standard in our field of professional services, research is designed so that:  

• the client chooses the research question;  

• we analyse and address the question to the best of our knowledge;  

• findings and conclusions are our own.  

 

The independence of our professional services is ensured via a diversified portfolio of business, 

spanning public sector and private clients across industries. For further information, see 

www.copenhageneconomics.com. We remain available for and appreciate any questions or 

comments. 

 

http://www.copenhageneconomics.com/
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PREFACE 

 

 

Telecom networks provide key infrastructure, enabling everything from daily communications to 

business operations and government services. With digital dependency deepening across Europe, 

and in the context of an evolving risk landscape, the security and resilience of telecom networks has 

never been more important. Despite the importance of this topic, there are few studies that cover 

security and resilience in the context of telecom networks. 

 

Against this backdrop, Connect Europe commissioned Copenhagen Economics to develop a study 

explaining the importance of security and resilience to end-users and society at large and the spe-

cific measures that telecom operators implement to ensure security and resilience. Furthermore, 

the study explores which actions policymakers should consider to ensure continued security and re-

silience.  

 

The study is based on comprehensive desk research as well as interviews with security professionals 

at seven European telecom operators (Deutsche Telekom, KPN, Orange, Telecom Italia, Telefónica, 

Telenor, and United Group) and two vendors (Ericsson and Nokia). For simplicity, the study treats 

European telecom operators as a broad category, despite differences in size, market position, and 

business models. While it does not segment operators by type, the goal is to cover security and resil-

ience efforts that are common across the sector. 

 

This study also focuses specifically on network operators’ security and resilience measures and does 

not consider measures taken elsewhere in the communication service value chain. However, it is 

important to acknowledge that security and resilience challenges extend well beyond telecom net-

works alone, encompassing interconnected systems across all layers of the value chain such as 

downstream cloud infrastructure and end-user devices. 
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EXECUTIVE SUMMARY 

Telecom networks serve as the backbone of modern society, supporting essential func-

tions ranging from daily communications to essential public and private services. Citizens, busi-

nesses, and governments are increasingly dependent on these networks, which are interconnected 

with critical sectors such as energy, healthcare and finance. Security and resilience are essential 

conditions for telecom networks to deliver substantial end-user benefits, productivity gains and eco-

nomic growth. However, operators navigate an increasingly complex risk landscape with five main 

types of risks: system failures, third-party failures, natural phenomena, human errors, and mali-

cious actions (cyber threats and physical sabotage). To manage these risks, telecom operators have 

integrated a comprehensive set of security and resilience measures into their everyday operations.  

 

Security measures seek to protect against attacks, breaches, or other forms of inter-

ruptions, and include: automated threat detection, continuous vulnerability scanning, physical 

protection of sites and assets, and ongoing personnel training and innovation efforts. Operators also 

enable security for end-users through services like DDoS protection, anti-spoofing, and anti-fraud 

solutions. In addition, some operators offer managed security services directly to their customers 

on a commercial basis. 

 

Resilience measures seek to minimise the impact on end-users in the event of breaches, 

disruptions, or downtime. These include business continuity measures (such as network redundan-

cies, backup power, and data backups for some part of the network), around-the-clock incident 

management processes, regularly tested disaster recovery plans coordinated with public entities, 

and intelligence sharing across the sector to ensure systematic learning from incidents.  

 

Telecom operators exert significant resources to ensure security and resilience, with 

these costs embedded throughout all network operations and difficult to quantify precisely. These 

costs are expected to rise substantially due to evolving threats and policy requirements. 

 

Despite these significant efforts by operators, our study identifies several structural and opera-

tional challenges, underscoring the need for targeted policy actions. 

 

Potential policy actions to strengthen security and resilience further: 

• Support investment in security and resilience to address financial pressures  

through appropriate policy frameworks, considerations of their role in merger as-

sessments where appropriate, and public support where public  

interests extend beyond commercial considerations  

 

• Streamline regulation to reduce administrative burden from overlapping  

requirements between sector-specific regulations and horizontal frameworks  

and address duplicate reporting requirements  

 

• Address skill shortages to alleviate Europe’s shortage of skilled cybersecurity  

professionals by developing a future-proof EU cybersecurity skill strategy 
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CHAPTER 1  

SECURE AND RESILIENT TELECOM 

NETWORKS SUPPORT SUBSTANTIAL 

BENEFITS FOR END-USERS  

An increasing part of economic and civil activity, as well as public services, relies on digital commu-

nications, such as payments, online banking, everyday communications, and other digital services. 

Fixed and mobile telecom networks (hereafter ‘telecom networks’) provide key infrastructure that 

enable these downstream activities and support substantial benefits for end-users. The security and 

resilience of this infrastructure is essential to protect data and ensure the continuation of operations 

across society. 

 

In this chapter, we first describe how telecom networks form the basis of the communication ser-

vices value chain and the benefits they support for end-users, as secure and resilient networks con-

tribute to productivity gains and economic growth by ensuring reliable services for citizens, busi-

nesses, and governments (Section 1.1). We then examine the types of risks telecom operators must 

navigate (Section 1.2). 

 

1.1 SECURE AND RESILIENT TELECOM NETWORKS PLAY 

A KEY ROLE IN SUPPORTING THE ECONOMY 

 

Telecom networks are crucial to enable a wide range of communication and digital services that 

benefit businesses, governments, and citizens, see Figure 1. The communication services value 

chain spans from upstream inputs to telecom networks, and further to downstream services and ul-

timately to end-users. This study focuses on fixed and mobile operators. We do not focus on satellite 

and subsea cable providers.  
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Figure 1 

Telecom networks are the foundation of the communication services value chain 

 

Note: In this study, we focus on the layer with networks and only briefly touch upon the other layers. OTT (‘over-

the-top’) services are digital distribution services of video and audio delivered directly to viewers via the 

internet, rather than through traditional channels.  

Source: Copenhagen Economics. 

 

During recent decades, connectivity has expanded in both coverage and capability, such that fixed 

and mobile networks now support widespread high-capacity connectivity. High-speed technologies, 

such as 5G networks and Very High Capacity Networks (VHCN),1 have been rolled out rapidly in re-

cent years and thereby enabled digital transformation across sectors and countries. 5G mobile cov-

erage has grown from 14 per cent of EU households in 2020 to 89 per cent in 2023 and VHCN fixed 

coverage has grown from 60 per cent to 79 in the same period.2 

Telecom networks support important services to end-user 

Telecom networks support a wide range of important downstream services such as retail telecoms, 

OTT services, security as-a-service, data centres, and cloud services. Without telecom networks, 

these downstream services would not be possible. These services benefit end-users across the econ-

omy, including: citizens, businesses, and governments.3 

 

Citizens benefit extensively from connectivity in daily life. In 2024, 88 per of EU citizens used the 

internet daily, which is an increase of 52 percentage points since 2007.4 Citizens use the internet for 

a range of activities, with 77 per cent making online purchases and 72 per cent used online banking 

in 2024. Additionally, the use of connected devices is widespread: two in three internet users report 

using Internet of Things (IoT) devices such as smart home systems, wearables, or connected vehi-

cles. 5 These figures demonstrate that everyone benefits extensively from secure and resilient tele-

com networks and the services they enable. The importance of telecom networks will only become 

greater with increased digitalisation. 

 
1 BEREC (2025, website), What are Very High Capacity Networks? (link). In practice, this is mostly fibre-to-the-premises 

(FTTP).  
2  Eurostat (2025, website), Broadband internet coverage by technology (online data code: isoc_cbt, link). 
3  See e.g., Okoro et al. (2024), Digital communication and U.S. economic growth: a comprehensive exploration of technolo-

gy's impact on economic advancement (link). 
4      Eurostat (2025, website), Individuals - frequency of internet use (online data code: isoc_ci_ifp_fu, link). 
5 Eurostat (2025), Digitalisation in Europe – 2025 edition (link). 
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https://www.berec.europa.eu/en/all-topics/what-are-very-high-capacity-networks?language_content_entity=en
https://ec.europa.eu/eurostat/databrowser/view/isoc_cbt__custom_17251262/default/table?lang=en
https://fepbl.com/index.php/csitrj/artihttps:/fepbl.com/index.php/csitrj/article/view/687cle/view/687
https://ec.europa.eu/eurostat/databrowser/view/isoc_ci_ifp_fu__custom_17189678/default/table?lang=en
https://ec.europa.eu/eurostat/web/interactive-publications/digitalisation-2025#people-online
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Businesses across all sectors also benefit extensively from connectivity and depend on telecom 

networks for day-to-day operations. In 2024, 99 per cent of European businesses had access to the 

internet and 53 per cent engaged in online meetings. Additionally, many businesses are becoming 

increasingly reliant on e-commerce, with 24 per cent of revenue in 2024 coming from e-commerce, 

see Figure 2.  

 

Figure 2 

European businesses rely extensively on the internet 

Per cent of European businesses with at least 10 employees in 2024 

 

Note: The figure shows the percentage of Europeans businesses with at least 10 employees who have access to 

the internet, who engage in online meetings, and the share of their revenue that stem from e-commerce.  

Source: Eurostat (2025, website), Internet access by size class of enterprise (online data code: isoc_ci_in_es, link); 

Eurostat (2025, website), Meetings via the internet by size class of enterprise (online data code: 

isoc_ci_mvis, link); and Eurostat (2025, website), Value of e-commerce sales by NACE Rev. 2 activity(online 

data code: isoc_ec_evaln2, link). 

Secure and resilient telecom networks are especially important for critical sectors. As noted by the 

NIS Cooperation Group: “In terms of spillover from the telecommunications sector to other sec-

tors, all critical sectors are highly dependent on the availability of telecommunications.”.6 This de-

pendency means that providers of essential services fundamentally rely on secure and stable tele-

com networks to operate effectively. For example: 

• The energy sector increasingly depends on telecom infrastructure for key operational and 

strategic functions. The EU project ENERGISE mapped these dependencies using data 

from nearly all EU member states, highlighting how telecom networks support a range of 

critical applications. These include smart metering with real-time data and remote billing, 

grid operation through monitoring and predictive maintenance, and integration of decen-

tralised renewables that rely on constant data exchange and control.7 

• The financial services sector increasingly relies on digital infrastructure. Disruption in the 

telecom sector could disrupt digital payments, which would in turn affect people’s ability 

to buy essentials, such as food.8 Such dependencies became clear in May 2025 in  

Spain, when a mobile network outage due to a power cut caused issues for online and mo-

bile payments, frustrating both consumers and businesses.9 

 
6  NIS Cooperation Group (2023), EU cybersecurity risk evaluation and scenarios for the telecommunications and electricity 

sectors, page 19 (link). 
7  ITU (2017), ICT for ENERGY – Telecom and Energy Working Together for Sustainable Development (link).  
8  NIS Coorperation Group (2024), Cybersecurity and resiliency of Europe’s communications infrastructures and networks 

(link). 
9  See e.g., Finextra (2025), Spanish mobile networks go dark (link). 
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https://ec.europa.eu/eurostat/databrowser/view/isoc_ci_in_es/default/table?lang=en&category=isoc.isoc_e.isoc_ci
https://ec.europa.eu/eurostat/databrowser/view/isoc_ci_mvis/default/table?lang=en&category=isoc.isoc_e.isoc_ci
https://ec.europa.eu/eurostat/databrowser/view/isoc_ec_evaln2__custom_17190376/default/table?lang=en
https://digital-strategy.ec.europa.eu/en/news/risk-assessment-report-cyber-resilience-eus-telecommunications-and-electricity-sectors
https://www.itu.int/en/ITU-D/Conferences/WTDC/WTDC17/RPM-EUR/Documents/publications/ICT_for_energy.pdf
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://www.finextra.com/newsarticle/46008/spanish-mobile-networks-go-dark
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• The health sector would be affected by an outage in telecom services since the sector rely 

on online services to retrieve online health information of patients, access the internet to 

diagnose patients, and to schedule appointments.10 

• The transportation sector relies on communications to monitor and control the flow of 

ground, sea, and air traffic.11 

 

Governments also benefit extensively from telecom networks to operate and to deliver digital ser-

vices to citizens. In 2023, 69 per cent of EU citizens used a website or an app of public authorities 

and 41 per cent used electronic identification, see Figure 3.  

 

Figure 3 

European governments rely on digital services to interact with citizens 

Per cent of European citizens in 2023 

 

Note: The figure shows the percentage of Europeans citizens who used a website or an app of public authorities 

and who used electronic identification for private purposes in 2023. 

Source: Eurostat (2025, website), E-government activities of individuals via websites (online data code: 

isoc_ciegi_ac, link) and Eurostat (2025, website), Use of electronic identification (eID) (online data code: 

isoc_eid_ieid, link). 

Secure and resilient telecom infrastructure also supports national security and emergency response 

systems. For example:  

• Governments rely on telecom networks for secure communications between countries in-

cluding exchange of sensitive information. 12 

• Emergency services such as emergency calls and public warning systems rely on telecom 

services and could be disrupted if the telecom network experienced disruptions. This de-

pendency became clear in Denmark in November 2024, when a breakdown in telecom ser-

vices left almost three million Danes unable to make calls – including emergency calls – 

for multiple hours.13 

 

 

 

 

 
10  NIS Coorperation Group (2024), Cybersecurity and resiliency of Europe’s communications infrastructures and networks 

(link). 
11  Cybersecurity & Infrastructure Security Agency (2025, website), Communications Sector (link). 
12  NIS Coorperation Group (2024), Cybersecurity and resiliency of Europe’s communications infrastructures and networks 

(link). 
13  DR (2024), Massivt nedbrud hos TDC skabte 112-kaos: Nu lover Teleindustrien forbedringer (link). 
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https://ec.europa.eu/eurostat/databrowser/view/isoc_ciegi_ac__custom_17273459/default/table?lang=en
https://ec.europa.eu/eurostat/databrowser/view/isoc_eid_ieid__custom_17273394/default/table?lang=en
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/communications-sector
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://www.dr.dk/nyheder/viden/teknologi/massivt-nedbrud-hos-tdc-skabte-112-kaos-nu-lover-teleindustrien-forbedringer
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Security and resilience are essential conditions for the telecom network’s ability to 

deliver substantial end-user benefits  

Secure and resilient telecom networks support continued benefits to citizens, businesses, and gov-

ernments by ensuring seamless access to downstream services, protecting personal and sensitive 

information, and enabling critical sectors. Additionally, they support economic growth and wider 

societal benefits, see Figure 4.  

 

Figure 4 

Telecom networks provide several benefits to end-users: citizens, businesses and 

governments 

 

 

Source: Copenhagen Economics. 

 

For citizens, secure and resilient networks unlock seamless access to everyday digital services such 

as messaging, streaming, banking, and online purchases, while ensuring emergency services remain 

reliably accessible.14 Strong data protection enables users to confidently use digital tools, knowing 

their personal information remains private and secure from manipulation.  

 

For businesses – including critical sectors – and governments, secure and resilient networks 

provide the reliable foundation needed to maintain operations and deliver essential services effi-

ciently. For companies within critical sectors such as finance, energy, and transport this reliability 

enables them to serve society effectively15 and robust data protection safeguards commercial innova-

tions and sensitive citizen information. Strong cybersecurity infrastructure prevents systemic risks 

and supports business continuity, 16 as demonstrated by lessons learned from incidents like the 

CrowdStrike breakdown in 2024, where a faulty update in their cloud-based security software af-

fected governments and businesses around the world.17 Although difficult to quantify, one estimate 

by the technology consultancy Parametrix suggests that Fortune 500 companies faced more than 

USD 5 billion in financial losses due to the CrowdStrike outage.18 This incident and the substantial 

associated losses illustrate the value of connectivity in the modern economy, as different companies 

and sectors face significant financial consequences when wider outages happen. 

 
 

14  NIS Coorperation Group (2024), Cybersecurity and resiliency of Europe’s communications infrastructures and networks 

(link). 
15  NIS Coorperation Group (2024), Cybersecurity and resiliency of Europe’s communications infrastructures and networks 

(link). 
16  Based on interviews with security professionals in European telecom operators. 
17  World Economic Forum (2025), Global Cybersecurity Outlook 2025 (link). 
18  Parametrix (2024), CrowdStrike’s Impact on the Fortune 500 – An Impact Analysis (link). 

https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://digital-strategy.ec.europa.eu/en/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf
https://cdn.prod.website-files.com/66f518fd44a840ad8d3d68cc/673ec8f01114d8c6d1497ee6_CrowdStrikes%20Impact%20on%20the%20Fortune%20500_%202024%20_Parametrix%20Analysis.pdf
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Overall, the communication service value chain – including secure and resilient telecom networks – 

contributes to economic growth by supporting productivity, business efficiency, innovation, and 

enabling new services and business models.19 Several studies link increases in broadband adoption 

and speed to higher GDP growth. For example, one study finds that a 100 per cent increase in 

broadband download speed results in a GDP increase of 0.26-0.73 per cent,20 and another finds ef-

fects as high as a 1.97 per cent increase in GDP.21  

 

Telecom networks not only support productivity and economic growth via positive spillovers to ad-

jacent sectors,22 they also support wider societal benefits. These include seemingly unrelated ar-

eas, such as emission reductions. Estimates from The World Economic Forum suggest that ICT so-

lutions, and in particular 5G, could “help reduce global carbon emissions by up to 15% – or one-

third of the 50% reduction required by 2030 – through solutions in energy, manufacturing, agri-

culture and land use, buildings, services, transportation and traffic management.”23 

 

1.2 TELECOM OPERATORS MUST NAVIGATE A COMPLEX 

RISK LANDSCAPE 

 

Telecom operators face an increasingly complex and widespread landscape of risks.24 As the role of 

communication services has grown, so has the scope of risks that operators must manage. Addition-

ally, the geopolitical landscape has shifted in recent years, reshaping the risk environment for tele-

com operators and increasing the need for cross-border cooperation.  

 
 

The cybersecurity threat landscape has become and continues to 

be significantly more complex and widespread. 

Source:  ENISA (2024), 2024 Report on the State of the Cybersecurity in the Union (link), page 14. 

 
 

The European Commission has defined an incident taxonomy which distinguishes between five 

causes of incidents or types of risks. These are: system failures, natural phenomena, human errors, 

malicious actions, and third-party failures, see Table 1.  

 

 
19  See e.g., Briglauer, Krämer, and Palan (2023), Socioeconomic benefits of high-speed broadband availability and service 

adoption: A survey (link). They find that increased broadband adoption leads to positive effects in product innovation, tech-

nological progress, and efficiency gains. These positive effects ultimately lead to an impact on GDP. 
20  Telecom Advisory Services (2020), Assessing the Economic Potential of 10G Networks (link). They find that a 100 per cent 

increase in fixed broadband download speed results in a GDP increase of 0.26 per cent for download speeds below 40 

Mbps, and a 0.73 per cent increase for download speeds above 40 Mbps. 
21  Kongaut and Bohlin (2017), Impact of broadband speed on economic outputs: An empirical study of OECD countries (link). 
22  See e.g., Giroud et al. (2021), Propagation and Amplification of Local Productivity Spillovers (link), who show that local 

productivity boosts increase productivity further in local firms and in firms located further away. 
23  World Economic Forum (2019), Digital technology can cut global emissions by 15%. Here’s how (link). 
24  ENISA (2024), 2024 report on the state of cybersecurity in the union (link), page 14. 

https://www.enisa.europa.eu/publications/2024-report-on-the-state-of-the-cybersecurity-in-the-union
https://www.econstor.eu/handle/10419/279416
https://www.econstor.eu/handle/10419/279416
https://bibliotekanauki.pl/articles/943174.pdf
https://www.nber.org/papers/w29084
https://www.weforum.org/stories/2019/01/why-digitalization-is-the-key-to-exponential-climate-action/
https://www.enisa.europa.eu/publications/2024-report-on-the-state-of-the-cybersecurity-in-the-union
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Table 1 

Telecom operators face five causes of incidents 

 CAUSE OF INCIDENT DESCRIPTION 

System failures • Incidents without external causes such as a hardware failure, software error, 

or a flaw in a procedure triggering an incident 

Third-party failures • Incidents triggered by a disruption of a third-party service such as a power 

outage (i.e. a supply-chain disruption) 

Natural phenomena • Incidents due to natural phenomena such as a storms, floods, or earthquakes  

Human errors • Incidents following a human error or mistake such as situations where a system 

worked correctly, but was used wrongly 

Malicious actions • Incidents caused by malicious actors such as a cyber-attack or physical at-

tack  
 

 
Source:  European Commissions (2018), Cybersecurity Incident Taxonomy (link), page 9. 

 

In 2024, European telecom operators reported 188 significant incidents leading to 1.7 billion lost 

user hours25 relative to 155 significant incidents in 2022 leading 11.2 billion lost user hours, as re-

ported by ENISA.26 In 2024, system failures were the largest cause of the incidents (38 per cent), 

followed by third-party failures (35 per cent), natural phenomena (12 per cent), human errors (9 

per cent), and malicious actions (7 per cent). From 2022 to 2024, the largest increase in significant 

incidents appear to be driven by events that stem from outside of the telecom networks themselves, 

such as third-party failures and natural phenomena,27 see Figure 5.  

 

 
25  ENISA (2025), Telecom security incidents 2024 (link). 
26  ENISA (2023), Telecom security incidents 2022 (link). 
27  This picture also seem to be the case from 2023 (with 156 incidents) to 2024 even though we do not have the complete da-

taset, see ENISA (2025), Telecom security incidents 2024 (link).  

https://ec.europa.eu/information_society/newsroom/image/document/2018-30/cybersecurity_incident_taxonomy_00CD828C-F851-AFC4-0B1B416696B5F710_53646.pdf
https://www.enisa.europa.eu/sites/default/files/2025-07/ENISA_Telecom_Security_Incidents_2024_en_1.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA_Telecom%20Incident%20Reporting_en_1.pdf
https://www.enisa.europa.eu/sites/default/files/2025-07/ENISA_Telecom_Security_Incidents_2024_en_1.pdf
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Figure 5 

System failures and third-party failures are the largest sources of significant inci-

dents  

Per cent of significant incidents reported by telecom operators in 2022 and 2024 

 

Note: ENISA breaks down the incidents caused by third-party failures into failures caused by one of the other 

four causes (system failures, natural phenomena, human errors, or malicious actions). We count the third-

party failures as a separate category, since it is a distinct type of risk that operators face and plan for (e.g. 

through power back-ups). In 2024, most third-party failures were caused by system failures (77%), followed 

by human errors (11%), malicious actions (9%), and natural phenomena (3%). It was similar in 2024 with sys-

tem failures (65%), human errors (29%), malicious actions (3%), and natural phenomena (3%). We have not 

included data from 2023 since the breakdown of third-party failures is not available and can thus not be 

filteredout from the other categories. 

Source: Copenhagen Economics based on ENISA (2025), Telecom security incidents 2024 (link) and ENISA (2023), 

Telecom security incidents 2022 (link).  

 

Data suggests that the resilience of telecom networks is improving. Despite ENISA reporting a rec-

ord-high incidents in 2024, user hours lost fell by 55 per cent compared to 2023 (and 85 per cent 

compared to 2022), suggesting “the possibility of improved outage management, enhanced infra-

structure and increased system resilience”.28 This aligns with operators’ reports of preventing mil-

lions of attempted attacks daily without causing significant incidents through robust security 

measures.29 Notably, the frequency of incidents does not necessarily reflect the relative severity of 

different risks.  

 

Below, we describe each of the five causes of incidents (risks) and present examples and learnings of 

select incidents.  

System failures 

System failures are defined as incidents without external causes such as a hardware failure, soft-

ware error, or a flaw in a procedure triggering an incident.  

 

For example, in 2024, a breakdown in the Danish telecom network was caused by two independent 

technical errors – a faulty function update and a software error – which would not have been seri-

ous in isolation. In combination these led to a breakdown in services where hundreds of thousands 

of Danes were not able to make calls for more than six hours.30  

 

 

 
28  ENISA (2025), Telecom security incidents 2024 (link), p.3 
29  See for example Deutsche Telekom (2024), Tense cyber situation: Telekom expands protection center (link). 
30  Berlingske (2024), Nu afslører TDC årsagen til det store mobilnedbrud – og det burde ikke kunne ske (link). 
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https://www.enisa.europa.eu/sites/default/files/2025-07/ENISA_Telecom_Security_Incidents_2024_en_1.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA_Telecom%20Incident%20Reporting_en_1.pdf
https://www.enisa.europa.eu/sites/default/files/2025-07/ENISA_Telecom_Security_Incidents_2024_en_1.pdf
https://www.telekom.com/en/media/media-information/archive/telekom-expands-protection-center-1077020
https://www.berlingske.dk/virksomheder/nu-afsloerer-tdc-aarsagen-til-det-store-mobilnedbrud-og-det-burde?gaa_at=eafs&gaa_n=AerBZYO2PTMAMFMmwKZ3ww-rM6qIm8gN-bm16KOep06CVpsL3wHDCPQjWa2hlCRYK-4%3D&gaa_ts=6809ece8&gaa_sig=GCAI3G4AfzwnWyl9kva1rNV3nRTJKrzzPHFIMgfzUPRUi155d_yyHq7NaZuAasGC_JIR5RtGLJJM2kant4mrnA%3D%3D
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Third-party failures 

Third-party failures are defined as incidents triggered by a disruption of a third-party service such 

as a power outage (i.e. a supply-chain disruption). The telecom sector – alongside most modern sec-

tors – is particularly dependent on stable power supply. Despite power backups, failures upstream 

in the energy sector can lead to cascading effects on network operations, ultimately affecting down-

stream services that rely on connectivity. Telecom networks are intertwined with different critical 

sectors and failures can spill over from one to another. 

Natural phenomena 

Natural phenomena are defined as incidents due to natural phenomena such as a storms, floods, or 

earthquakes. These events can damage physical infrastructure leading to outages. 

 

For example, in January 2025 in Ireland, Storm Éowyn caused extensive damage to both the energy 

grid and telecom networks, leaving 10 per cent of fixed and 35 per cent of mobile users without ser-

vice.31 Telecom operators mitigated the impact of the storm in Ireland by preparing for the damages 

beforehand and by allocating all available resources to repair the damages when the storm lifted, 

showing that timely planning can reduce the impact on consumers.32 Following the storm, public 

authorities have sought input from telecom operators to identify the key impacts of climate change 

on communication networks, which will help develop a response strategy for any future events. 33  

 

These risks are expected to grow as climate-related events become more frequent. 

Human errors 

Human errors are defined as incidents following a human error or mistake such as situations where 

a system worked correctly but was used wrongly. Mistakes in configuration, maintenance, or opera-

tional procedures can introduce vulnerabilities or cause outages. In addition, malicious actors often 

seek to exploit human mistakes through tactics like phishing, spear-phishing, and social engineer-

ing. Thus, operators must have systems, training and safeguards in place to minimise both the risk 

and impact of such mistakes.  

Malicious actions 

Malicious actions are defined as incidents caused by malicious actors, such as a cyber-attacks or 

physical attacks. These risks are evolving quickly, driven by technological developments and grow-

ing geopolitical tensions, and operators continuously adapt their defences to ensure confidentiality, 

integrity, and availability of data and systems. 

 

 
31  The Irish Times (2025), Plan under way to protect telecoms network from extreme weather (link). 
32  Openreach (2025), Storm Eowyn (link). 
33  The Irish Times (2025), Plan under way to protect telecoms network from extreme weather (link). 

https://www.irishtimes.com/business/2025/05/07/plan-under-way-to-protect-telecoms-network-from-extreme-weather/
https://www.openreach.com/news/storm-eowyn/
https://www.irishtimes.com/business/2025/05/07/plan-under-way-to-protect-telecoms-network-from-extreme-weather/
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Malicious cyber activity has become a clear component of wider 

hybrid threats, such as disinformation and physical acts of sabotage 

and violence, seeking to undermine and destabilise EU society, 

democracy and values. 

Source:  ENISA (2024), 2024 Report on the State of the Cybersecurity in the Union (link), page 14. 

 
 

Cyber threats from malicious actors can be both economically and politically motivated. Some 

target sensitive data, for example through ransomware or espionage. In some cases, attackers apply 

a ‘steal now, decrypt later’ strategy, where they steal encrypted data with the expectation of break-

ing the encryption in the future when new technology is available, such as quantum computers, ca-

pable of breaking most commonly used public-key encryption protocols.34 Others aim to disrupt ser-

vices, such as through Distributed Denial-of-Service (DDoS) attacks where systems are over-

whelmed by a flood of internet traffic such that it cannot function intentionally.35  

 

Data suggests that the risk of attacks that target the availability of services has increased in recent 

years, with DDoS attacks growing from 28 per cent of all registered incidents in Europe in 202336 to 

46 per cent in 2024.37  

 

Physical threats to telecom infrastructure have become more relevant in recent years and are in-

creasingly used as political statements or to disrupt connectivity. These types of incidents are pri-

marily politically driven. Some are carried out by activist groups and individuals — for example, 

vandalism of Dutch 5G towers in response to alleged health concerns38, cutting of French fibre optic 

cables to oppose the digitalisation of society,39 and more recently the sabotage of more than 30 Swe-

dish cell towers.40 Others are linked to state-sponsored operations, including sabotage of subsea ca-

bles, see Box 1.  

 

 
34  Based on interviews with security professionals in European telecom operators. 
35  See e.g., Cloudflare (2025, website), What is a DDoS attack? (link) for a description. 
36  Data covers the period July 2022 – June 2023, see ENISA (2023), ENISA Threat Landscape 2023 (link), page 12. 
37  Data covers the period July 2023 – June 2024, see ENISA (2024), ENISA Threat Landscape 2024 (link), page 12. 
38  Reuters (2020), Dutch telecommunications towers damaged by 5G protestors: Telegraaf (link). 
39  Cyberscoop (2022), String of attacks on French telecom infrastructure preceded April attack on fiber optic cables (link). 
40  SVT (2025), Granskning: Angrepp mot 30-tal telemaster – utreds som sabotage (link). 

https://www.enisa.europa.eu/publications/2024-report-on-the-state-of-the-cybersecurity-in-the-union
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
https://www.reuters.com/article/technology/dutch-telecommunications-towers-damaged-by-5g-protestors-telegraaf-idUSKCN21T09P/
https://cyberscoop.com/attacks-french-telecom-infrastructure-fiber-optic-cables
https://www.svt.se/nyheter/inrikes/granskning-angrepp-mot-30-tal-telemaster-utreds-som-sabotage
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Box 1 Sabotage of subsea cables 

Subsea data cables are fibre-optic cables lying on the seabed used to transmit digital data 

between countries and continents. They are among the most critical components of global 

internet infrastructure, carrying over 97 per cent of the world’s internet traffic.  

 

Recent years have seen a growing number of incidents involving damage to subsea data and 

power cables across Europe. Disruptions to subsea cables can have serious consequences. 

They can affect power supply, slow or block cross-border internet traffic and communications 

and affect international financial transactions. 

 

The protection of undersea infrastructure typically falls under the responsibility of national au-

thorities and defence institutions, not telecom operators even though some operators have an 

ownership stake in certain subsea cables. Therefore, it is outside the direct scope of this study, 

but the trend highlights the importance of wider protection of physical infrastructure.  

 

For example, several disruptions in the Baltic Sea are suspected to be part of hybrid warfare 

tactics linked to Russian state interests, and these developments have led NATO to increase 

surveillance and launch dedicated missions such as Baltic Sentry to protect critical subsea in-

frastructure.  

Source: ENISA (2023), Subsea Cables – what is at stake? (link); AP (2025), At least 11 Baltic cables have been 

damaged in 15 months, prompting NATO to up its guard (link); The Guardian (2025), ‘Shadow fleets’ and suba-

quatic sabotage: are Europe’s undersea internet cables under attack? (link). 

 

 

https://ec.europa.eu/newsroom/cipr/items/806206/en
https://apnews.com/article/nato-france-russia-baltic-cables-ships-damage-764964a275530915c2cc5af1125ec125
https://www.theguardian.com/world/ng-interactive/2025/mar/05/shadow-fleets-subaquatic-sabotage-europe-undersea-internet-cables-under-attack
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CHAPTER 2  

TELECOM OPERATORS ENGAGE IN A 

COMPREHENSIVE SET OF SECURITY AND 

RESILIENCE MEASURES  

Telecom operators play a central role in protecting the communication services value chain. They 

ensure that networks remain secure and resilient when facing deliberate attacks, accidents, or exter-

nal disruptions. 

 

In this chapter, we firstly explain the two concepts of security and resilience in relation to telecom 

networks and provide an overview of types of measures employed (Section 2.1). Secondly, we exam-

ine in more detail which specific measures telecom operators implement to ensure security (Section 

2.2) and resilience (Section 2.3). Finally, we explore how costly it is for operators to ensure that net-

works are secure and resilient (Section 2.4).  

 

We focus on efforts by telecom network operators themselves and do not consider measures taken 

elsewhere in the communication service value chain — for example within downstream services or 

by end-users, see Figure 1. 

 

However, it is important to acknowledge that security and resilience challenges extend well beyond 

telecom networks alone, encompassing interconnected systems in all layers of the value chain, such 

as downstream cloud infrastructure and end-user devices. From the end-user perspective, security 

and resilience across all these interconnected elements is important and end-users may not be able 

to distinguish whether an issue originates at the network level, within downstream cloud infrastruc-

ture, from device vulnerabilities, or elsewhere in the value chain. While our analysis concentrates 

on the network layer, comprehensive security and resilience requires coordinated efforts across all 

interconnected components. 

 

2.1 SECURITY MEASURES PROTECT; RESILIENCE 

MEASURES MINIMISE IMPACT 

 

Security and resilience are closely linked in telecom operations, making it difficult to precisely cate-

gorise measures as relating exclusively to either security or resilience. Some operators note that the 

term ‘resilience’ is often used to refer to an end-to-end concept covering all measures that reduce 

the risk of breaches as well as mitigate end-user impacts in case they occur. 

 

For the purpose of this study, we treat security and resilience as two distinct concepts to facilitate 

clearer description of the different type of measures employed, acknowledging that there can be 

substantial overlap. We use the term security to cover measures that avoid and prevent attacks, 

breaches, or other forms of interruptions. We use the term resilience to cover measures that avoid 

or minimise any impact for end-user when an incident occurs – this includes measures that ensure 

service continuity (e.g. via parallel infrastructure) and rapid recovery, see Figure 6. 
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Figure 6 

Conceptual distinction between security and resilience 

 

Source: Copenhagen Economics based on interviews with security professionals in European telecom operators 

and own research. 

 

Our use of the terms security and resilience is broadly consistent with concepts that are defined and 

implemented across different regulatory environments. See Box A1 in Appendix A for an overview 

of definitions used by ENISA and as established in NIS2 and ISO27001.  

 

Operators implement numerous measures to ensure security and resilience, often using risk assess-

ments to guide their efforts, such that most resources are prioritised to the areas where risks and 

consequences of incidents are the greatest. 

 

Several regulatory requirements, such as NIS2, are already in place setting obligations for opera-

tors, both in terms of risk assessments and concrete measures.41 Additionally, voluntary standards 

like ISO27001 play a role in guiding efforts, and the standards often align with, or even go beyond, 

regulatory requirements and are widely used as a framework for structuring internal security and 

resilience efforts.42 

 

Finally, operators respond to demand from end-users, particularly businesses and governments, 

who are often more explicit in their demand for security and resilience than citizens, often leading 

to security and resilience measures that go above and beyond regulatory requirements.43 

 
 

As explained by a security expert:  

Network security (and resilience) requires thousands of different 

kinds of controls and techniques, which must be in place.44 

  

For an overview of the main types of measures that operators typically employ to ensure security 

and resilience, see Table 2. 

 
41  The European Parliament (2022), Directive (EU) 2022/2555 (link). 
42  Based on interviews with security professionals in European telecom operators. 
43  Based on interviews with security professionals in European telecom operators. 
44  This and following quotes are from our interviews with security experts at several major European telecom operator.  

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02022L2555-20221227
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Table 2 

Overview of main types of security and resilience measures 

 

  TYPE OF MEASURE DESCRIPTION 

Security 

Vulnerability scanning and 

assessment 

• Continuous and automatic vulnerability scanning to 

detect issues and gaps in defences such that opera-

tors can address them before malicious actors exploit 

them.  

• Measures are increasingly automated. 

Access management • Ensures that only the right people can access systems 

and data, reducing the risk of unauthorised use.  

Threat and intrusions detec-

tion measures 

• Monitor networks for suspicious activity and alert oper-

ators when something unusual or harmful is detected. 

• Measures are increasingly automated. 

Personnel training  • Employees engage in continuous training on cyber 

security, data management, and general awareness. 

Procuring secure hardware 

and software 

• Hardware and software providers must meet security 

standards. 

Physical protection 

measures 

• Includes locks, fences, surveillance, and restricted ac-

cess to prevent tampering with or damaging critical 

infrastructure. 

Resili-

ence 

Business continuity 

measures (including redun-

dancies of critical systems, 

power backups, and data 

backups) 

• Ensures that services can continue to run during a dis-

ruption, using alternative routes, secure power supply, 

and data backups. 

Incident management pro-

cesses 

• Well defined and tested processes help operators as-

sess and respond quickly when something goes 

wrong. 

Disaster recovery plans • Provide a roadmap for how to restore systems and 

services after major disruptions. 

Ability to learn from inci-

dents and share intelli-

gence  

• Involves analysing what went wrong, improving de-

fences, and working with authorities and peers to pre-

vent future issues. 

 

 
Note:  This is not an exhaustive list of measures but an overview of the main types that we have identified in inter-

views with security professionals in European telecom operators. 

Source:  Copenhagen Economics based on interviews with security professionals in European telecom operators 

and own research. 

 

 



 

2.2 SECURITY: SPECIFIC MEASURES IMPLEMENTED BY 

TELECOM OPERATORS 

 

Security, as defined in this study, refers to measures that prevent attacks, breaches, and other forms 

of interruptions. For telecom operators, this includes a broad set of activities across infrastructure, 

systems, and processes. For example, operators must identify potential vulnerabilities, prevent ma-

licious actors from exploiting those vulnerabilities, and detect when there is an error or breach. All 

of these measures are part of their overall culture of security, and all security is integrated 

within all systems and processes.45 

 
 

 As explained by a security expert:  

Security is in our DNA. It cannot be implemented as an after-

thought – but must be integrated in all systems and processes from 

the start. 

 
 

Telecom operators treat security as a top strategic priority and typically structure efforts around 

dedicated security organisations, led by a Chief Security Officer (CSO) or Chief Information Security 

Officer (CISO) who is part of top management. These functions oversee multiple specialised teams, 

including those monitoring activity and threats, managing risks, and responding to incidents.46 

 

Operators follow a risk-based approach by continuously assessing where threats may arise and what 

the consequences could be. Based on these assessments, operators prioritise the areas with the 

highest risk and potential harm.47 This approach is reflected in the following activities. 

 

Operators regularly perform vulnerability scanning and assessment to identify weak points in 

systems before they are exploited. Insights from automatic screenings, internal stress-testing, and 

actual incidents are used to guide operators’ efforts.48,49 

 

Access management is a key part of preventing unauthorised access to systems and data. It in-

volves controlling who can access what, using tools like identity verification, authentication, and 

role-based permissions.50 By limiting access to only those who need it, operators reduce the risk of 

breaches and protect critical systems from misuse or errors.51 

 

Threat and intrusion detection helps operators identify when something is wrong — ideally be-

fore it causes damage. Systems are in place to monitor network activity and spot unusual patterns 

 
45  Based on interviews with security professionals in European telecom operators. 
46  Based on interviews with security professionals in European telecom operators. See also e.g., Deutsche Telekom (2025, 

website), Security Management at Deutsche Telekom (link) or Telefonica (2025, website), Cybersecurity (link). 
47  Based on interviews with security professionals in European telecom operators. 
48  Based on interviews with security professionals in European telecom operators. 
49  This is similar to the ‘Identify’ function in the NIST Cybersecurity Framework. See National Institute of Standards and 

Technology (2024), The NIST Cybersecurity FrameWork (CSF) 2.0 (link), page 3. 
50  This is similar to the ‘Protect’ function in the NIST Cybersecurity Framework. See National Institute of Standards and Tech-

nology (2024), The NIST Cybersecurity FrameWork (CSF) 2.0 (link), page 4. 
51  Based on interviews with security professionals in European telecom operators. 

https://www.telekom.com/en/company/data-privacy-and-security/news/security-management-at-deutsche-telekom-601864
https://www.telefonica.com/en/global-transparency-center/security/cybersecurity/
https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
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or signs that could point to a cyberattack or security breach.52 Detecting threats early is essential for 

limiting the impact of incidents and supports a faster and more effective response and recovery.53 

Networks are facing an immense number of potential attacks. For example, Deutsche Telekom’s au-

tomatic threat detection system evaluates 30,000 to 40,000 attempted attacks per minute and 

feeds insights from these to a threat intelligence data base.54 

 

Operators are increasingly working on automating these security measures, which could have sev-

eral benefits such as increased speed of response, lower risk of human error, and decreased cost. As 

Telefónica highlights on their website: “Through automation, we can reduce response times, mini-

mize human error, and increase efficiency in protecting digital assets”.55 

 

Additionally, operators continuously focus on personnel training to ensure that employees 

have the necessary capabilities.56 This is always needed since a secure network must also be oper-

ated in a secure manner.57 

 
 

As explained by a security expert:  

If you build a safe car, you still need to drive it safely. Similar with 

networks – you need good processes and people to run the network 

even if it is designed well and built with secure components. 

 
 

Operators also ensure that their procured hardware and software meets latest security require-

ments.  

 

Additionally, operators ensure physical protection of sites and assets using fences, guards, and 

surveillance. These priorities have gained renewed attention in light of rising geopolitical tensions.58 

 

We also note that telecom operators are responsible not only for protecting their own infrastructure 

from attacks and breaches but also play a key role in enabling security for end-users that de-

pend on the network. Telecom networks serve as a door to their end-users, and while they do not 

control who ‘comes through the door’ – uses the network – they can detect and respond to suspi-

cious activity by for example identifying and preventing DDoS attacks that targets users. 59 

 
52  This is similar to the ‘Detect function in the NIST Cybersecurity Framework. See National Institute of Standards and Tech-

nology (2024), The NIST Cybersecurity FrameWork (CSF) 2.0 (link), page 4. 
53  Based on interviews with security professionals in European telecom operators. 
54  Deutsche Telekom (2024), Tense cyber situation: Telekom expands protection center (link). 
55  Telefónica Tech (2025), Cybersecurity automation with AI to anticipate and neutralize threats (link). 
56  See e.g., TDC Net (2025, website), Digital tillid (link). 
57  Based on interviews with security professionals in European telecom operators. 
58  See e.g., NIS2 Directive (2025, website), Digital Infrastructure Sector (link). 
59  Based on interviews with security professionals in European telecom operators. See also Telekom (2024), Tense cyber situa-

tion: Telekom expands protection center (link). 

https://www.nist.gov/cyberframework
https://www.telekom.com/en/media/media-information/archive/telekom-expands-protection-center-1077020
https://telefonicatech.com/en/blog/cybersecurity-automation-with-ai-to-anticipate-and-neutralize-threats
https://tdcnet.dk/om-os/baeredygtighed/digital-tillid/
https://nis2directive.eu/digital-infrastructure/
https://www.telekom.com/en/media/media-information/archive/telekom-expands-protection-center-1077020
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Operators have also implemented anti-spoofing60 and wider anti-fraud solutions on a voluntary ba-

sis to ensure consumer safety and trust.61,62 

 

In addition, some operators offer security services (e.g. as Managed Security Service Provider) di-

rectly to their customers on a commercial basis (‘security-as-a-service’), see Box 2. 

  

Box 2 Operators also offer security-as-a-service on commercial terms 

Security-as-a-service refers to commercial offerings where telecom operators provide security 

tools and support to businesses and governments. Services include elements such as threat de-

tection, fraud prevention, and identity protection. 

 

These services are offered on market terms and compensated directly by customers. In contrast, 

the cost of securing and maintaining the operator’s own network is often not visible to end-users 

and forms part of the baseline cost of running telecom infrastructure. 

 

There are, however, numerous examples of how telecom operators provide security services to 

companies within critical sectors and to the military.  

• For example, Telia provided extra secure services for the NATO summit in Lithuania in 2022. 

Here they provided multiple points of connection (physical lines and satellite backups), ex-

tra firewalls, and specialised anti-DDoS equipment.  

• Another example is how Telefónica (through its subsidiary Telefónica Tech) supports gov-

ernments and companies within critical sectors such as finance, healthcare, and transport. 

Their services are delivered by specialised cybersecurity teams and 24/7 operations cen-

tres, covering areas such as threat detection, data protection, and employee training. 

• Deutsche Telekom also offers cybersecurity services through its standalone unit, Telekom 

Security. Their services are built on 24/7 monitoring, advanced analytics, and expertise de-

veloped in protecting Deutsche Telekom’s own infrastructure – and are offered to public 

and private sector clients across Europe.  

Source: Telia Company (2024), Annual report 2023, page 17 (link); Telefónica (2024), BBVA signs an agreement 

with Telefónica Tech to boost cybersecurity (link); Telefónica Tech (2025, website), BBVA Data & AI University: our 

most ambitious AI and data training project (link); We promote decision-making on Smart Mobility in the United 

Kingdom (link); Saving Lives with Secure Data (link); Landing in a secure future: shielding critical infrastructure with 

cyber intelligence (link); and Telekom Security (2025, website), Play it safe with Telekom Security (link). 

 

Operators must stay at the forefront of innovation to adapt to the ever-evolving threat land-

scape. This includes developing new technologies and using state of the art techniques to keep net-

works secure (and resilient). One example of this is how operators engage in the development of 

quantum secure communications to prepare for the time when current encryption methods are no 

longer sufficient, see Box 3. 

 

 
60  Spoofing is when someone disguises an email address, sender name, phone number, or website URL—often just by chang-

ing one letter, symbol, or number—to convince you that you are interacting with a trusted source, see FBI (2025, website), 

Spoofing and Phishing (link). 
61  Orange Developer (2024), New anti-fraud services launched in Spain under the GSMA Open Gateway Initiative (link). 
62  Connect Europe (2024), GSMA ETNO position on impersonation fraud in Payment Services Regulation (link). 

https://www.teliacompany.com/assets/u5c1v3pt22v8/sdSKIw4u0YrvJ6N6vxNQ7/02342e48ab73873bddc3df6519d8603b/telia-company-annual-and-sustainability-report-2023.pdf
https://www.telefonica.com/en/communication-room/press-room/bbva-signs-agreement-telefonica-tech-boost-cybersecurity/
https://telefonicatech.com/en/successstories/bbva-academy
https://telefonicatech.com/en/successstories/mhclg
https://telefonicatech.com/en/successstories/NHS-and-Lancashire-South-Cumbria
https://telefonicatech.com/en/successstories/landing-in-a-secure-future-shielding-critical-infrastructures-with-cyberintelligence
https://www.telesec.de/en/about-telekom-security
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/spoofing-and-phishing
https://developer.orange.com/blog/new-anti-fraud-services-launched-in-spain/
https://connecteurope.org/insights/position-papers/etno-gsma-position-impersonation-fraud-payment-services-regulation
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Box 3 The telecom sector prepares for future threats: Quantum technology 

Quantum computing is expected to break current encryption standards, posing a long-term 

threat to digital security. To stay ahead of this risk, telecom operators are actively involved in de-

veloping quantum-secure communication technologies.  

 

• For example, Telefónica contributes to the quantum communications network called ‘Ma-

drid Quantum Communication Infrastructure’ (MadQCI), which tests quantum key distribu-

tion (QKD) technology under real-world conditions as part of preparations for the future Eu-

ropean quantum network (EuroQCI). Telefónica’s role includes integrating QKD into existing 

optical networks and helping define operational standards.  

• Another example is the EU-funded Nostradamus initiative. As part of a wider consortium, 

Deutsche Telekom are leading the effort to establish Europe’s testing infrastructure for QKD 

– a technology that enables fundamentally secure data transmission based on the princi-

ples of quantum mechanics.  

• Similarly in the Petrus Project, Deutsche Telekom is part of a wider consortium that supports 

and coordinates the deployment of the European Quantum Communication Infrastructure 

(EuroQCI). 

• Also Telecom Italia is actively commercialising QKD via real-world trials in datacentre con-

nections in Athens and submarine cables in Lisbon. 

 

This work supports the creation of a European quantum communication network designed to 

protect critical infrastructure, including data centres, hospitals, and power grids. It also lays the 

foundation for future secure satellite communication. These efforts highlight how telecom opera-

tors contribute not only to today’s security needs but also to the long-term resilience of Europe’s 

digital systems and act as a driver of innovation in the security space. 

Source: University of Maryland (2024), Quantum Computing - How it Changes Encryption as We Know It (link); Te-

lefónica (2025, website), Quantum-Safe Networks (link); Telefónica (2025), Telefónica opens a dedicated Centre 

of Excellence for quantum technologies (link); Telefónica (2024, website), QKD, cryptographic keys and quantum 

networks (link); Deutsche Telekom (2024), EU launches Nostradamus – prepares Europe for a quantum world (link); 

Petrus EuroQCI (2025, website), We enable future security - we enable the security of the future (link); Gruppo TIM 

(2024, website), Sparkle and Telsy Successfully Implement Quantum Security on a High-Capacity Link (link); and 

Gruppo TIM (2024, website), Telsy implements Quantum Key Distribution with QTI and MEO on terrestrial and sub-

marine fibre optics in the Lisbon metropolitan area (link). 

 

2.3 RESILIENCE: SPECIFIC MEASURES IMPLEMENTED BY 

TELECOM OPERATORS 

 

Resilience, as defined in this study, refers to measures that minimise the impact for end-users when 

security is breached, or other events occur that affect the network or systems. Resilience is a top pri-

ority for operators and has been expressed as their “licence to operate”, since users always notice 

when services are not available, and it harms the reputation of operators if services break down. 

 

https://it.umd.edu/security-privacy-audit-risk-and-compliance-services-sparcs/topic-week/quantum-computing-how-it-changes-encryption-we-know-it
https://www.telefonica.com/en/sustainability-innovation/innovation/quantum-safe-networks/
https://www.telefonica.com/en/communication-room/press-room/telefonica-opens-dedicated-centre-excellence-quantum-technologies/
https://www.telefonica.com/en/communication-room/blog/qkd-cryptographic-keys-quantum-networks/
https://www.telekom.com/en/media/media-information/archive/eu-launches-nostradamus-prepares-europe-for-a-quantum-world-1056746
https://petrus-euroqci.eu/
https://www.gruppotim.it/en/press-archive/sparkle/2024/PR-QKD-PoC-Greece.html
https://www.gruppotim.it/en/press-archive/market/2024/PR_Telsy_QTI_and_MEO_QKD_Lisbon.html
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As explained by a security expert:  

When you are a telecom company, resilience is your licence to op-

erate. 

 
 

For telecom operators, resilience depends both on how networks are built and the ability to respond 

to incidents.63 In this section, we group resilience efforts into four main categories: 

• Business continuity measures. 

• Incident management processes. 

• Disaster recovery plans. 

• The ability to learn from incidents and share intelligence with government bodies and 

other operators. 

 

Operators rely on business continuity measures, which cover for example redundancies of crit-

ical systems, supply chain resilience, and backups.64 These measures aim at reducing the risk of ser-

vice interruptions when an incident occurs. 

• A key principle in network design is redundancies: operators can build networks with du-

plicate or alternative components to avoid single points of failure for essential points of ac-

cess.65 This can include double or triple connectivity – where there are more than one 

physical connection (double connectivity) and potentially also satellite backup (triple con-

nectivity) – backup links, and alternative routing paths. If one part fails, another can take 

over to maintain service continuity. The degree to which these measures are implemented 

depends on the criticality of the component and the specific end-user. Due to significant 

costs associated with these measures they are often applied to the most critical access 

points of the network.  

• Power supply is an essential part of the supply chain of telecom networks. To reduce the 

risk of outages, operators often use emergency power solutions for critical systems. Backup 

power comes at great financial cost and is usually focused on those parts of the network 

where it is most critical.66  

• Operators rely on backups of data, system configurations, and software settings67 to ensure 

that critical data is not lost. Operators often spend substantial resources on these backup 

systems.68 

 
 

As explained by a security expert:  

One of the most important factors for providing sufficient resilience 

is to have a proven maturity in the backup processes and solutions. 

 
 

When incidents do occur, operators depend on strong incident management processes to han-

dle them. An incident can refer to any disruption, such as a system failure, cyberattack, or other 

 
63  Based on interviews with security professionals in European telecom operators. 
64  We have also seen these three concepts used interchangeably but here we distinguish between them. 
65  See e.g., Orange Wholesale (2025, website), Operator Secure Connection (OSC) (link). 
66  See e.g., Ofcom (2025), Mobile RAN power resilience (link). 
67  For a description of backups, see e.g., ZPE (2025, website), Network Resilience vs Redundancy vs Backups (link). 
68  Based on interviews with security professionals in European telecom operators. 

https://wholesale.orange.com/france/en/our-solutions/fixed/business/operator-secure-connection/?utm_source=chatgpt.com
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-resilience-guidance-and-mobile-ran-power-back-up/associated-documents/mobile-ran-power-resilience-technical-report-cfi-update.pdf?v=390945
https://zpesystems.com/network-resilience-vs-redundancy-zs/
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unexpected events.69 Responding effectively is an around-the-clock task that involves continuous 

monitoring, rapid diagnosis, and coordinated action.70 Operators have dedicated internal response 

teams — often referred to as Cyber Emergency Response Teams (CERTs) or Computer Security In-

cident Response Teams (CSIRTs) — that manage incidents, classify threats, and coordinate re-

sponses with internal teams and external stakeholders.71 

 
 

As explained by a security expert:  

Even the best preventive measures can be abused, so you always 

need to be able to detect when there is a breach and be able to 

manage that. We enforce this 24/7. 

 
 

For more serious or prolonged events, operators activate disaster recovery plans. These plans 

are designed to restore services as quickly as possible and often include predefined procedures, 

backup infrastructure, and coordination with public entities. Recovery plans are developed in ad-

vance and tested regularly to ensure they function in practice.72,73 Disaster recovery plans are not 

only relevant within telecom operators, but also across companies and sectors. Some examples in-

clude: 
• The TEITO exercise in Finland where telecom operators engage in a wider exercise to prac-

tice joint action across organisations within government and critical sectors in case of 

large-scale disruptions to society.74  

• The ‘Bukleap’ exercise in Norway organised by Telenor, which brings public authorities, 

military, and private companies together to practice handling complex cyber-attacks. The 

goal is to increase collaboration and capacities to solve challenges that can affect critical 

functions of society.75 

• How partners from the UP KRITIS initiative (covering critical infrastructure) in Germany 

conduct IT emergency and crisis exercises in the context of critical infrastructure.76 

 

Finally, operators strengthen resilience by learning from past incidents and sharing intelli-

gence with peers and authorities. Incidents are reported to regulators, and lessons are integrated 

into internal routines and systems. Operators also gather insights by running exercises to imitate 

incidents to test how they are handled.77 Collaboration across sectors is also increasing. This is for 

example seen in the Netherlands where KPN is active in the ‘CISO Circle of Trust’ where 10 major 

Dutch companies – from technology, finance and energy – corporate to improve their protection 

against cyber-attacks.78 At the industry level, GSMA brings together more than 1,000 mobile opera-

tors and digital businesses to classify threat actors, share intelligence, and promote best practices.79 

 
69  See e.g., ENISA (2024), Telecom security incidents 2022 (link), page 6 for an overview of types of incidents. 
70  Based on interviews with security professionals in European telecom operators. 
71  See e.g., Deutsche Telekom (2025, website), Introducing Deutsche Telekom CERT (link) or Telefonica (2025, website), Cy-

bersecurity (link). 
72  Based on interviews with security professionals in European telecom operators. 
73  See e.g., Bridge Connect (2024), How Telecom Operators Handle Disaster Recovery Planning (link). 
74  See e.g, Huoltovarmuuskeskus (2024), TIETO24 exercise develops society’s preparedness for hybrid threats (link). 
75  See e.g., Bukkesprang (2025, website), Bukkesprang 2025 (link). 
76  Bundesamt für Sicherheit in der Informationstechnik (2025, website), Drills and exercises (link). 
77  Based on interviews with security professionals in European telecom operators. 
78  Ministerie van Economische Zaken (2025, website), CISO Circle of Trust (link). 
79  GSMA (2024), Establishing MoTIF: The Mobile Threat Intelligence Framework (link). 

https://www.enisa.europa.eu/publications/telecom-security-incidents-2022
https://www.telekom.com/en/company/data-privacy-and-security/news/introducing-deutsche-telekom-cert-358316
https://www.telefonica.com/en/global-transparency-center/security/cybersecurity/
https://www.bridge-connect.com/post/how-telecom-operators-handle-disaster-recovery-planning
https://www.huoltovarmuuskeskus.fi/en/a/tieto24-exercise-develops-societys-preparedness-for-hybrid-threats
https://bukkesprang.no/
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Reaktion/IT-Krisenreaktionszentrum/Uebungen/uebungen_node.html
https://www.digitaltrustcenter.nl/samenwerkingsverband/ciso-circle-of-trust
https://www.gsma.com/solutions-and-impact/technologies/security/latest-news/establishing-motif-the-mobile-threat-intelligence-framework/


 

 

 

 

 

 

 

 

 

 

 

 

26 
 

These shared efforts help identify common vulnerabilities and support collective defences across 

the sector. 

 
 

 As explained by a security expert:  

Resilience means you can react and recover. And, most 

importantly, you can improve resilience by learning from incidents. 

 
 

2.4 ENSURING SECURITY AND RESILIENCE COMES AT A 

SUBSTANTIAL COST TO THE SECTOR 

 

Security and resilience efforts are not isolated functions within the operations of telecom operators 

but embedded throughout all activities. Operators describe security and resilience efforts as being 

fundamental to how networks are designed, built, and operated – from procurement and infrastruc-

ture design to day-to-day operations.  

 
 

As explained by a security expert:  

Everything we do has a security component to it, so it is impossible 

to separate the cost of security and resilience from the rest of the 

business. 

 
 

Due to the embedded nature of these efforts, it is not possible to cleanly isolate the costs that relate 

to security and resilience. Additionally, any estimate based on historical data may underestimate 

costs in a forward-looking context, as it does not account for potential future increases due to evolv-

ing threats, technological developments and future policy ambitions.  

 

In any case, research suggests that the costs associated with ensuring security and resilience are sig-

nificant. For example, relating to security, an estimate from advisory firm Gartner of the costs of 

providing IT security – only one part of security efforts – finds that IT security spending accounts 

for 7.3 per cent of total IT spending in the global telecom sector.80 

 

The costs associated with providing security and resilience may increase in future, which for exam-

ple can be seen from NATO’s recent commitment for Allies to invest “up to 1.5% of GDP annually to 

inter alia protect our critical infrastructure [and] defend our networks”.81 This suggests that tele-

com networks are increasingly viewed as critical to national security, potentially driving higher se-

curity and resilience investment requirements in the future. 

 

A recent Ofcom study82 finds that expanding back-up battery capacity would be extremely costly: 

upgrading mobile networks in the UK with four-hour battery capacity would cost, depending on as-

sumptions, between GBP 2.2 to 4.4 billion (corresponding to EUR 2.6 to 5.2 billion) as a one-time 

 
80  Gartner (2024), IT Key Metrics Data 2025: IT Security Measures – Analysis, page 6. 
81  NATO Heads of State and Government (2025), The Hague Summit Declaration, Press Release (link). 
82  Ofcom (2025), Mobile RAN power resilience (link). All estimates are covering the lifetime cost of the assets and are re-

ported in 2024 prices. 

https://www.nato.int/cps/en/natohq/official_texts_236705.htm
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-resilience-guidance-and-mobile-ran-power-back-up/associated-documents/mobile-ran-power-resilience-technical-report-cfi-update.pdf?v=390945
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investment covering the entire lifetime of the assets.83 Assuming that such investments are propor-

tional to population size,84 investing in similar capacity in the EU would cost around EUR 17 to 34 

billion as a one-time investment.85 

 

 
83  Using the average 2024 GBP to EUR exchange rate of 1.1812, see ECB (2025, website), Pound sterling (GBP) (link). 
84  This is a simplified assumption that does not capture differences in for example telecom market structure, geography, and 

population density.  
85  We scale this by using that fact that in 2024 the EU population (450 million) was 6.5 times larger than the UK popula-

tion(69 million), see The Worldbank (2025, website), World Development Indicators (link). 

https://www.ecb.europa.eu/stats/policy_and_exchange_rates/euro_reference_exchange_rates/html/eurofxref-graph-gbp.en.html
https://databank.worldbank.org/reports.aspx?source=2&series=SP.POP.TOTL&country=OED


 

 

 

 

 

 

 

 

 

 

 

 

28 
 

CHAPTER 3  

POLICYMAKERS HAVE SEVERAL 

OPPORTUNITIES TO SUPPORT CONTINUED 

SECURITY AND RESILIENCE 

While telecom operators make substantial efforts to secure their networks and maintain resilience, 

they may face challenges in sustaining and scaling these efforts. As telecom networks provide key 

infrastructure that support benefits for end-users and wider society, policymakers should consider 

how to support sufficient funding and resources to overcome challenges and ensure continued secu-

rity and resilience. Underinvestment in telecom security and resilience could create economy-wide 

risks that extend far beyond the telecom sector itself.  

 

In this chapter, we describe three key opportunities for policymakers to support continued security 

and resilience, identified based on operator input: supporting investment in security and resilience, 

streamlining regulation, and addressing shortages of skilled personnel, see Figure 7. 

Figure 7 

Policymakers have several opportunities to ensure continued security and resilience  

 

 

Source: Copenhagen Economics based on interviews with security professionals in European telecom operators. 

Support investment in security and resilience 

Recent policy reports voice growing concern over the economic sustainability of the telecom sector 

as some operators struggle to recover the costs of their investments. Financial constraints affecting 

operators’ ability to invest overall could also impact their ability to invest in security and resilience 

measures.  

 

For example, the Draghi competitiveness report notes that “in recent years, return on capital has 

been lower than the weighted average cost of capital”.86 The European Commission has raised sim-

ilar concerns, highlighting concerns over EU operators’ long-term growth in revenues and degraded 

access to finance.87 Similarly, the Letta Single Market report notes that European telecom operators 

 
86  Draghi (2024), The future of European competitiveness - In-depth analysis and recommendations (link). The report com-

pares the EBIT adjusted return on employed capital with the average weighted cost of capital (WACC). 
87  See e.g., European Commission (2024), White Paper - How to master Europe’s digital infrastructure needs? (link). 

https://commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-depth%20analysis%20and%20recommendations_0.pdf
https://digital-strategy.ec.europa.eu/en/library/white-paper-how-master-europes-digital-infrastructure-needs
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typically operate at a smaller scale than peers in other global markets, which may limit their ability 

to spread fixed costs and benefit from economies of scale.88  

 

Financial constraints may limit operators’ possibilities to strengthen their security and resilience 

efforts. Some operators suggest that, rather than developing and improving their security and resili-

ence capabilities, they are forced to spend their limited resources on maintaining them.89 

 
 

As explained by a security expert:  

The telecom industry is facing financial challenges. This means our 

priority is to safeguard and continuously enhance the security 

infrastructure we already have, focusing on efficiency, resilience, 

and readiness for future growth. 

 
 

The challenge is exacerbated by accelerating technological development. As both technologies and 

risks evolve rapidly, legacy systems become harder to protect, and operators must adopt and inte-

grate new solutions to keep pace with innovation. However, it can be costly, time consuming and 

technically challenging to update or replace legacy systems.90 

 

Policymakers should thus consider measures to strengthen the sector’s investment capacity and es-

tablish regulatory frameworks that support sustained investment in security and resilience. 

 

Recent policy discussions evolve around a call for increased consolidation within the sector to en-

sure higher investment levels,91 which is reflected in recent developments at EU level. The Commis-

sion’s Directorate-General for Competition (DG COMP) is reviewing its merger control guidelines, 

signalling a shift toward greater emphasis on strategic investment goals and quality outcomes for 

consumers.92 This is also reflected in the commission letter from Ursula von der Leyen to the DG 

COMP Commissioner, Teresa Ribera, which explicitly acknowledges that merger control must 

evolve to capture needs related to resilience. Security and resilience of telecom networks could rea-

sonably be seen as both strategic objectives and quality factors for end-users. As such, they could 

play a role in future merger assessments between telecom operators - particularly where robust eco-

nomic evidence can establish that such improvements are attributable to the merger and result in 

measurable improvements of security and resilience. 

 

 
88  See e.g., Letta (2024), Much more than a market - Speed, Security, Solidarity, page 52: “The scale of disparity is stark: an 

average European operator serves only 5 million subscribers compared to 107 million in the United States and a staggering 

467 million in China.” 
89  Based on interviews with security professionals in European telecom operators. 
90  Based on interviews with security professionals in European telecom operators. 
91  See e.g., Draghi (2024), The future of European competitiveness - In-depth analysis and recommendations (link); European 

Commission (2024), White Paper - How to master Europe’s digital infrastructure needs? (link); Letta (2024), Much more 

than a market - Speed, Security, Solidarity, page 52: “enduring fragmentation hinders the scale and growth of pan-Euro-

pean operators, limiting their ability to invest”. 
92  See e.g., Kluwer Competition Law Blog (2024), The Evolving Role of Non-Price Competitive Parameters in EU Merger Re-

view (link) and Kluwer Competition Law Blog (2024), EVP Ribera’s Merger Review Policy Takes Shape (link).  

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-depth%20analysis%20and%20recommendations_0.pdf
https://digital-strategy.ec.europa.eu/en/library/white-paper-how-master-europes-digital-infrastructure-needs
https://competitionlawblog.kluwercompetitionlaw.com/2024/05/28/the-evolving-role-of-non-price-competitive-parameters-in-eu-merger-review/
https://competitionlawblog.kluwercompetitionlaw.com/2025/05/15/evp-riberas-merger-review-policy-takes-shape/
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Your [Teresa Ribera’s] work to modernise competition policy will 

include a review of the Horizontal Merger Control Guidelines. This 

should give adequate weight to the European economy’s more 

acute needs in respect of resilience, efficiency and innovation, the 

time horizons and investment intensity of competition in certain 

strategic sectors, and the changed defence and security 

environment.  

Source:  Ursula von der Leyen (2024), Mission letter – Ribera, European Commission (link).  

 
 

Operators also call for increased public support, or ‘risk-sharing’ initiatives, to share the costs asso-

ciated with addressing the complex risk landscape of security and resilience measures. This is sensi-

ble where public interests extend beyond commercial interests and additional investments are nec-

essary to achieve certain policy goals such as national security objectives93 or fraud prevention94.  

 

Potential policy actions to support continued security and resilience: 

• Implement policy frameworks that strengthen the investment capacity of the  

sector whilst achieving other policy objectives. 

• Consider whether and how security and resilience outcomes should be incorpo-

rated in merger assessments where they benefit consumers (e.g. through en-

hanced reliability or fewer outages) and where robust economic evidence can 

establish that improvements are attributable to consolidation. 

• Use public support and ‘risk-sharing’ initiatives to advance security and resilience 

investments where public interests extend beyond commercial considerations. 

Streamline regulation  

Telecom operators face complex regulatory requirements from overlapping frameworks 

relating to security and resilience at EU level, including NIS2, Critical Entities Resilience (CER), 

and varying transposition of these directives into national legislation, and the Cyber Resilience Act 

(CRA).  

 

In addition, the interconnected nature of the telecom sector with other sectors creates additional 

compliance challenges.95 As the telecom network serves as the backbone for critical sectors, such as 

healthcare, financial services and energy grids, telecom operators face regulatory spillover ef-

fects. They must comply not only with telecom-specific regulations but also meet security and resil-

ience standards designed for the sectors they serve. For example, telecom providers serving finan-

cial institutions must comply with the Digital Operational Resilience Act (DORA) aimed at the fi-

nancial sector. This interconnectedness has created a complex compliance matrix where some tele-

com operators simultaneously answer to communications authorities, financial regulators, health 
 

93  Based on interviews with security professionals in European telecom operators. 
94  See e.g., Virgin Media O2 (2025), A ‘Victimless crime’? Why fraud policing needs a re-design (link). 
95  Based on interviews with security professionals in European telecom operators. 

https://commission.europa.eu/document/download/5b1aaee5-681f-470b-9fd5-aee14e106196_en?filename=Mission%20letter%20-%20RIBERA.pdf
https://news.virginmediao2.co.uk/new-report-calls-for-overhaul-of-fraud-policing-as-majority-of-police-believe-officers-lack-the-resources-and-skills-to-investigate-the-crime/
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agencies, energy departments, and national security bodies, significantly multiplying their regula-

tory burden compared to traditional single-sector regulation.96 See Box A2 in Appendix A for an 

overview of selected regulation. 

 

 As explained by a security expert:  

The many different regulatory requirements are what we spend most 

of our time on. The majority of regulations, guidelines, and directives 

cover the same things but have different verifications processes. 

  

These regulatory complexities create administrative burden. A study on the economic impact of 

the NIS2 regulation found that the telecom sector (covering 38 thousand businesses, which is sub-

stantially higher than the number of European telecom operators) would spend EUR 900 million 

more every year to comply with the new regulation. Across all sectors affected by the NIS2, the total 

cost is estimated to amount to EUR 31.2 billion per year.97 These costs are in addition to the cost as-

sociated with compliance to existing regulation and security and resilience measures already in 

place. As also noted by the operators, some of these compliance costs will be administrative and un-

related to improving security and resilience.98 

 

Operators note that they are often required to prove compliance with overlapping regulations. For 

instance, one incident may require reporting to several authorities. Operators serving regulated sec-

tors also often face additional audits that cover similar security measures which are already covered 

by the telecom regulation. This adds compliance and administrative work for operators without 

meaningful security improvements.99 

 

 As explained by a security expert:  

We face a lot of regulation and spend a lot of time and money on 

proving and administering compliance. If we were facing less ex-

tensive regulation and administrative measures, we could spend 

more time on real security measures instead of on compliance. That 

is the one thing, I would do differently. 

  

Telecom networks are inherently interconnected not only across sectors but also internationally 

through cross-border interconnects, roaming, subsea cables, and shared services. This means that 

failures or cyberattacks in one network can create cascading risks that rapidly spread to other coun-

tries and sectors. This interconnectedness means that modern network resilience increasingly de-

pends on dynamic response capabilities, i.e. the ability to reroute traffic and shift operations during 

 
96  Based on interviews with security professionals in European telecom operators. 
97  Frontier Economics (2023), Assessing the Economic Impact of EU Initiatives on Cybersecurity (link), page20. Note that 

their definition of the telecommunication sector (“Providers of electronic communications networks or of publicly available 

electronic communications services: Telecom”) goes beyond core telecom operators and is thus wider than what we use in 

this report. 
98  Based on interviews with security professionals in European telecom operators. 
99  Based on interviews with security professionals in European telecom operators and Arthur D. Little (2025), A simplification 

agenda for European Telecoms, pages 24-26 

https://www.frontier-economics.com/media/izyk5rgz/assessing-the-economic-cost-of-eu-initiatives-on-cybersecurity.pdf
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outages or cyberattacks. However, nationally imposed security requirements, covering asset locali-

sation within national borders, restrictions on remote access, and national security clearance may 

create protective silos around national networks, which can hinder operators’ ability to effectively 

collaborate cross-border and respond to cascading threats.100 

 

There are also examples of restrictions on certain vendors which limit operator options, which may 

impact cost and innovation. Such challenges are, however, not a focus of this study. 

 

Potential policy actions to support continued security and resilience: 

• Streamline existing regulation and international standards to address overlaps 

between different requirements applying to the telecom sector directly and via 

the sectors they serve, e.g.: 

o Assess overlapping requirements between sector-specific regulations 

(e.g. DORA) and horizontal frameworks (e.g. NIS2) with a view to remov-

ing redundant requirements. 

o Review and align definitions, thresholds and procedures across regula-

tions, where possible, to streamline reporting requirements and establish 

a single-entry point for reporting. 

• Review national security frameworks to ensure that they support dynamic, cross-

border network resilience 

Address skill shortages 

Ensuring secure and resilient telecom networks requires highly specialised experts. However, tele-

com operators face increasing difficulty in attracting and retaining qualified staff.  

 
 

 As explained by a security expert:  

Working in security requires a certain skill set. There is always a 

shortage of those skills, and it is a struggle to find the right candi-

dates available on the market. 

  

The challenge reflects a broader shortage of cybersecurity professionals across Europe. OECD esti-

mates that the region faces a shortfall of around 300,000 skilled workers in the field.101 More than 

half of companies seeking to recruit cybersecurity professionals report difficulties in filling roles, 

primarily due to a lack of qualified candidates.102 This shortage limits operators’ capacity to scale 

their security efforts and maintain 24/7 coverage, and it increases dependence on a small pool of in-

demand experts. It may also contribute to increasing labour costs,103 which increases the operators’ 

total costs of providing security and resilience. 

 
100  Based on interviews with security professionals in European telecom operators and Arthur D. Little (2025), A simplification 

agenda for European Telecoms, pages 24-26. 
101  OECD (2024), Building a Skilled Cyber Security Workforce in Europe (link). 
102  EU Digital Skills & Jobs (2024), EU faces growing cybersecurity skills gap, new Eurobarometer reveals (link). 
103  If the demand of skilled labour is higher than the supply, operators might need to increase salaries to attract the needed 

talent. 

https://www.oecd.org/en/publications/building-a-skilled-cyber-security-workforce-in-europe_3673cd60-en.html
https://digital-skills-jobs.europa.eu/en/latest/news/eu-faces-growing-cybersecurity-skills-gap-new-eurobarometer-reveals
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The skill shortage is widely recognised, and several initiatives have been started to alleviate the is-

sue. One example is the EU led ‘Cyber skills academy’ aiming to address the skill shortage by 

“bringing together and improving the coordination of existing training, upskilling and reskilling 

initiatives for cybersecurity professionals.”104 Both businesses and higher education institutions 

have pledged to contribute with different training initiatives. Some of these are led by operators 

who aim to train cybersecurity professionals to address the shortage.105 

 

Potential policy actions to support continued security and resilience:106 

• Develop a future-proof EU cybersecurity skill strategy. 

 

  

 
104  EU Digital Skills & Jobs (2025, website), Cybersecurity Skills Academy (link). 
105  See e.g., EU Digital Skills & Jobs (2025), Orange commits to closing the cybersecurity skills gap with new pledge for Cyber-

security Skills Academy (link). 
106  See Access Partnership (2024), Cybersecurity skills in the EU: A new dawn? (link). 

https://digital-skills-jobs.europa.eu/en/cybersecurity-skills-academy
https://digital-skills-jobs.europa.eu/en/latest/news/orange-commits-closing-cybersecurity-skills-gap-new-pledge-cybersecurity-skills-academy
https://accesspartnership.com/cybersecurity-skills-in-the-eu-a-new-dawn/
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https://www.irishtimes.com/business/2025/05/07/plan-under-way-to-protect-telecoms-network-from-extreme-weather/
https://databank.worldbank.org/reports.aspx?source=2&series=SP.POP.TOTL&country=OED
https://it.umd.edu/security-privacy-audit-risk-and-compliance-services-sparcs/topic-week/quantum-computing-how-it-changes-encryption-we-know-it
https://commission.europa.eu/document/download/5b1aaee5-681f-470b-9fd5-aee14e106196_en?filename=Mission%20letter%20-%20RIBERA.pdf
https://www.weforum.org/stories/2019/01/why-digitalization-is-the-key-to-exponential-climate-action/
https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf
https://zpesystems.com/network-resilience-vs-redundancy-zs/
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APPENDIX A 
 

Box A1 Different definitions of security and resilience 

To our knowledge, there are no widely agreed definitions of security and resilience in relation 

to telecom networks. Definitions vary across regulatory bodies, frameworks and regulations, as 

outlined below.  

ENISA defines security incidents and resilience in the following way: 

• “Security incident: An occurrence that harms integrity, accessibility, confidentiality or au-

thenticity of a computer (or other device) or a network.” 

• “Resilience: The ability to recover from faults in addition to the ability to provide and main-

tain.” 

 

Different EU regulations, national regulators, and international standards cover the same over-

arching points, while nuances vary across definitions: 

• The EU Cybersecurity Act defines cybersecurity as: “the activities necessary to protect net-

work and information systems, the users of such systems, and other persons affected by 

cyber threats”. 

• The EU NIS2 directive also use the CIA triad (confidentiality, integrity, and availability) in the 

definition of ‘security of network and information systems‘: “[…] the ability of [a system] to 

resist […] any event that may compromise the availability, authenticity, integrity or confiden-

tiality of stored, transmitted or processed data or of the services offered”. 

• Similarly, the ISO27001 standard highlights confidentiality, integrity, and availability as the 

three principles of information security. 

• The EU CER directive defines resilience as: “a critical entity’s ability to prevent, protect 

against, respond to, resist, mitigate, absorb, accommodate and recover from an incident” 

• The British telecom regulator, Ofcom, interprets resilience as: “the ability of an organisation, 

resource, or structure to be resistant to a range of known and future internal and external 

threats, to withstand the effects of a partial loss or degradation of platform, system, or ser-

vice, to recover and resume service with the minimum reasonable loss of performance, and 

adopt lessons learnt from any incidents.” 

 

There are certain overlaps between security and resilience, where resilience is often inter-

preted as a more holistic term that includes security measures. For simplicity in this study, we 

carve out the security elements (prevent, protect, etc.) from resilience and treat them as two 

distinct concepts. 

Source: ENISA (2025, website), Glossary of Terms (link); European Parliament (2019), Cybersecurity Act (Directive 

2018/1972) (link); European Parliament (2022), NIS 2 Directive (Directive 2022/2555) (link); ISO (2025, website), 

ISO/IEC 27001:2022 (link); European Parliament (2022), CER Directive (Directive 2022/2557) (link); Ofcom (2024), 

Statement on Network and Service Resilience Guidance (link); and Based on interviews with security profession-

als in European telecom operators. 

 

https://www.enisa.europa.eu/media/media-press-kits/enisa-glossary
https://eur-lex.europa.eu/eli/dir/2018/1972/oj/eng
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02022L2555-20221227
https://www.iso.org/standard/27001
https://eur-lex.europa.eu/eli/dir/2022/2557/oj
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-resilience-guidance-and-mobile-ran-power-back-up/associated-documents/statement-on-network-and-service-resilience-guidance.pdf?v=379449
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Box A2 Telecom operators face multiple security and resilience regulations 

Telecom operators are subject to a range of regulatory requirements alongside voluntary 

standards such as ISO 27001. These include EU-level rules like NIS2, the Critical Entities Resilience 

(CER) Directive, and the Cyber Resilience Act (CRA), as well as national legislation. In addition, 

operators are often indirectly covered by sector-specific regulations — for example, financial 

sector rules such as DORA — when providing services to regulated customers. Below we pre-

sent a set of selected regulations that affects operators but note that it is not an exhaustive list. 

• The NIS2 Directive builds on the original EU-wide cybersecurity legislation (NIS) by responding 

to the growing threat landscape. It introduces stricter security requirements, streamlines re-

porting, and expands the scope to cover more sectors — including telecom operators, who 

are now classified as essential entities. As a result, telecom operators face increased obliga-

tions related to incident response, supply chain risk, and physical security, as well as height-

ened regulatory oversight. Note that at the time of writing, NIS2 was not fully implemented 

across all member states. 

• The CER Directive aims to strengthen resilience frameworks by requiring providers of essential 

services to ensure their ability to withstand all types of disruptions: natural, intentional, or acci-

dental. It builds upon the previous Critical Infrastructure Directive of 2008 by expanding cov-

erage to 11 sectors. 

• The CRA introduces EU-wide cybersecurity requirements for hardware and software prod-

ucts. The CRA entered into force in December 2024, but the main obligations introduced by 

the act will only apply from December 2027. While the regulation primarily targets manufac-

turers, it also affects telecom operators, who rely on a wide range of digital products in their 

networks. As buyers of equipment, operators must ensure that the components they procure 

comply with CRA requirements, adding new obligations related to supply chain security.  

• National regulation, such as IT-Sicherheitsgesetz (IT Security Act) in Germany, aims to 

strengthen the protection of critical infrastructure by setting mandatory cybersecurity re-

quirements. For telecom operators, this means regular audits, incident reporting obligations, 

and compliance with minimum technical and organisational standards. Note that national 

regulation – and the related requirements – can differ substantially across countries. 

• Under DORA, telecom operators are increasingly subject to scrutiny as critical third-party ICT 

providers to financial institutions. Designated entities must meet stringent requirements on ICT 

risk management, operational resilience testing, incident reporting, and third-party oversight. 

Source: European Parliament (2022), NIS 2 Directive (Directive 2022/2555) (link); NIS2 Directive (2025, website), 

Digital Infrastructure Sector (link); Eurpopean Commission (2025), Commission calls on 19 Member states to fully 

transpose the NIS2 Directive (link); European Parliament (2022), CRE Directive (Directive 2022/2557) (link); Euro-

pean Parliament (2024), Cyber Resilience Act (Regulation 2024/2847) (link); Bundesgesetzblatt (2015), Gesetz 

zur Erhöhung der Sicherheit informationstechnischer Systeme (IT-Sicherheitsgesetz)* (link); European Insurance 

and Occupational Pensions Authority (2025, website), Digital Operational Resilience Act (DORA) (link). 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02022L2555-20221227
https://nis2directive.eu/digital-infrastructure/
https://digital-strategy.ec.europa.eu/en/news/commission-calls-19-member-states-fully-transpose-nis2-directive#:~:text=Commission%20calls%20on%2019%20Member%20states%20to,of%20the%20NIS2%20Directive%20(Directive%20(EU)%202022/2555).
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2557
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202402847
https://www.bgbl.de/xaver/bgbl/start.xav?startbk=Bundesanzeiger_BGBl&jumpTo=bgbl115s1324.pdf#/text/bgbl115s1324.pdf?_ts=1750149580705
https://www.eiopa.europa.eu/digital-operational-resilience-act-dora_en

